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DETAILED ACTION 

1 . Claims 1-52 have been examined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-52 are rejected under 35 U.S.C. 102(b) as being anticipated by Lesenne et al. 
US 2002/0196159 Al (hereinafter Lesenne). 

4. As per claims 1, 14, 27 and 40, Lesenne teaches a system for encrypting packets on a 
network comprising: 

a plurality of network nodes [figure 1 & paragraph 0068]; 

a communication channel between said plurality of network Nodes [figure 1 & paragraph 

0068]; 

one or more packets forming packet group sent between said plurality of network nodes 
over said communication channel [figures 4, 5 and paragraph 0068]; 

wherein said one or more packets contain an encryption key identifier and a payload 
(i.e., key identifier KeylD) [paragraphs 0076-0077]; 

one or more encryption keys stored on one or more of said plurality of network nodes 
[paragraphs 0074 and 0082]; and 

a system for encrypting said payload based on said encryption key identifier and said 
one or ore encryption keys [paragraphs 0073 and 0162]. 



Application/Control Number: 10/776,474 



Art Unit: 2135 



Page 3 



5. As per claims 10, 23, 36 and 49. Lesenne teaches a system for decrypting packets on a 
network comprising: 

a plurality of network nodes [figure 1 & paragraph 0068]; 

a communication channel between said plurality of network nodes [figure 1 & paragraph 

0068]; 

one or more packets forming packet group which are sent between said plurality of 
network nodes over said communication channel [figures 4, 5 and paragraph 0068]; 

wherein said one or more packets further comprises an encryption key identifier and a 
payload (i.e., key identifier KeylD) [paragraphs 0076-0077]; 

one or more encryption keys stored on one or more of said plurality of network nodes 
[paragraphs 0074 and 0082]; and 

a system for decrypting said payload based on said encryption key identifier and said 
one or more encryption keys [paragraphs 0080, 0084 and 0159]. 

6. As per claims 2, 1 1 , 15, 24, 28, 37, 41 and 50, Lesenne further teaches the system 
wherein said payload is only partially encrypted [paragraph 0162]. 

7. As per claims 3, 12, 16, 25, 29, 38, 42 and 51 , Lesenne further teaches the system 
wherein said one or more packets contains a destination address (this is an inherent feature 
present in data packets that are transmitted from one node to another) [see figures 3 and 4]. 
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8. As per claims 4, 5, 17, 18, 30, 43 and 44, Lesenne further teaches the system wherein 
said encryption key identifier contains a value indicating "no encryption" [paragraphs 0083- 
0085]. 

9. As per claims 6-8, 19-21, 31-34 and 45-47, Lesenne further teaches the system wherein 
said payload further comprises one or more fields that are used to select said encryption key 
identifier [paragraphs 0076-0077 and figures 3 and 4]. 

10. As per claims 9, 13, 22, 26, 35, 39, 48 and 52, Lesenne further teaches the system 
wherein said communication channel is a network selected from the group consisting of a 
wireless network, a light frequency network, a power line network, an acoustic network and a 
wired network [figure 1 & paragraph 0068]. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO Form 892. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Beemnet W. Dada whose telephone number is (571) 272-3847. The 
examiner can normally be reached on Monday - Friday (9:00 am - 5:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Beemnet W< Dada 
March 30, 2007 




